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Center for Trustworthy Cyberinfrastructure

CTSC’s mission is to provide the NSF community a 
coheren t understand ing of cybersecurity’s ro le  in  
p roducing trustworthy science  and  the  in form ation  and  
know-how requ ired  to  ach ieve  and  m ain ta in  e ffective  
cybersecurity p rogram s.
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Who we are

Warren Raquel - Senior Security Engineer at the National Center for 
Supercomputing Applications

CTSC - Provides the NSF community with a coherent understanding 
of how cybersecurity is important to them and the resources to 
achieve and maintain a cybersecurity program appropriate for 
them.
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Class Outline

● Introduction
● Section 1 — What is the role of digital forensics?
● Section 2 — The general Digital Forensics Process
● Section 3 — What you need to get your program off the ground
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Forensics

Adjective
“relating to or denoting the application of scientific 

methods and techniques to the investigation of crime.”

Noun
“scientific tests or techniques used in connection with the 

detection of crime”
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Presenter
Presentation Notes
Digital forensics supports or refutes a hypothesis. Digital forensics is actually one of the many forensic sciences.



Organization of Scientific Area Committees for 
Forensic Science (OSAC)
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Presenter
Presentation Notes
The Organization of Scientific Area Committees (OSAC) for Forensic Science works to strengthen the nation’s use of forensic science by facilitating the development of technically sound forensic science standards and by promoting the adoption of those standards by the forensic science community.

image:https://www.nist.gov/topics/forensic-science/osac-organizational-structure



Digital Forensics

The application of scientific methods and techniques in the 
investigation of a computer crime.

NIST SP 800-86 - Guide to Integrating Forensic Techniques into 
Incident Response
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Presentation Notes
So what’s the difference between digital forensics and just really thorough incident response? Incident response deals with responding to disruption from some kind of event. This could be malicious or not. Digital forensics is just one process within that cycle that focuses on what happened. Digital forensics is a process that tries to determine what exactly happened. It’s akin to the scientific method. You ask a question, you develop a hypothesis, you run experiments and you come to a conclusion or perform more tests.

Question: How was this system compromised?
Hypothesis: I believe this was brute forced.
Tests: Check logs for multiple login attempts.
Analysis: There were no logs indicating multiple attempts.
Hypothesis is incomplete, refine our hypothesis.
New Hypothesis: Were logs deleted?
Tests: Check unallocated space or external logs
Analysis: Yes deleted files were found indicating a compromise
Conclusion: This host was brute forced.
New question: What did the attacker do on this computer.
etc.etc.




The Digital Forensic Process

● Collection
● Examination
● Analysis
● Reporting
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Presenter
Presentation Notes
NIST SP 800-86 outlines a cycle that includes 4 primary steps. Collection, Examination, Analysis and Reporting.



Process - Collection

● Collection of data
● Chain of custody
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Presentation Notes
The collection stage involves the gathering of information for the investigation. This could be a number of different things with different logistical issues.

Desktop computers
Volatile memory
Servers
RAID
distributed folders
USB devices
Mobile devices

Along with collecting these items, there also has to be an accountability for what happens with the items in order to prevent tampering. A Chain of custody is a way for tracking who touches the items. Each person who touches the evidence must be recorded and kept with the evidence and there is always a handoff between the last responsible party to the next one.




Process - Examination

● Data Extraction
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Presentation Notes
The Examination stage looks at how to extract information from the sources of evidence into a format that can be analyzed by an investigator.

Specific filesystems
RAIDs
Compressed files
Encrypted files



Process - Analysis

● Timestamp synchronization
● Log interpretations
● Observations that validate or refute your hypothesis
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Presentation Notes
The Analysis stage starts examining the sources of evidence and looks for indicators of a crime or what caused the specific event. This can usually be the lengthiest part of the process as it requires an analyst to pore through the data before him/her in order to reach a conclusion. Timestamps can often be an issue and an examiner needs to be able to correlate that with real-time and with other sources of evidence.



Process - Reporting

● Conclusion
● Keep audience in mind
● Provide action items
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Presentation Notes
The Reporting section is where the analyst records his/her conclusions on the case or even provides information on additional sources to collect. When a report is made the target audience needs to kept in mind as well as the scope of the investigation. Sometimes multiple different reports are made for higher levels or more technical audiences. Often not a lot of emphasis is placed on the importance of report writing.



Logistics

● Equipment
● Staffing
● Support
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Presenter
Presentation Notes
Now that we have a general idea of what the forensic process looks like let’s look at the logistics of making it happen.



Equipment

● Write blockers
● Adapters
● Software
● Storage
● Chain of Custody forms
● Anti-static bags

● Examination Workstation
● Forensic Software
● Office space
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Presentation Notes
An all out forensics shop has a lot of different equipment. Write blockers, media adapters, turnkey acquisition devices, miscellaneous software, storage, computers, office space and so on.



Equipment - Office Space

● Secured Office
● Safe
● Encryption
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Presentation Notes
First we’ll need a place to do forensics. This could be a person’s desktop, or office. Maybe a secured room that is only allowed keycard access. Perhaps a physical safe to store evidence long term or during acquisition. If you plan to keep information online like on a NAS you also need to consider encryption at rest or while in transit.

Do you need a SCIF (Secure Compartmentalized Information Facility). No not really unless maybe if you handle actual compartmentalized information. If you’re ever in that situation you likely already have a SCIF.



Equipment - Forensic Workstation

● Ability to keep cases separate
● Lots of storage access (local or network)
● Additional speed for indexing
● Forensic Recovery of Evidence Device

▪ Digital Intelligence
▪ Built for forensics
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Presentation Notes
A workstation for analysis is very important. If you’re dealing with issues that you don’t ever see going to court, usually can just get by using an old desktop or laptop as an analysis workstation. It’s never usually a good idea that even copies of evidence should leave a secure facility like being taken home on a work laptop. if you are dealing with cases that have potential for litigation or future investigation by law enforcement you’ll want to make sure that you have the ability to investigate evidence on a case by case bases with minimal to no chance of accidental inclusion of data from one system to another.

You also need to consider where you are storing data for these exams. Usually you’re looking at hard drives and now-a-days they are coming in multi-terabyte sizes. You can do on the fly compression but usually you want to have enough space to store a whole uncompressed image just in case. Do you consider large drives? a local RAID? attached storage?

Even the workstation itself that you do analysis on has to have a number of considerations. indexing terabytes of data takes a long time. You could have dedicated fast storage for indexes like m.2 drives or ssd drives in a raid for example.

There are systems designed specifically for digital forensic examinations like the FRED. That come prepared to just install whatever forensic suite you’re comfortable with and includes all the bells and whistles.



Equipment - Storage

● Where do we store acquired images?
▪ SAN
▪ External storage
▪ Network shares?
▪ Optical?
▪ Tape?
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Equipment - Write Blockers

● Could be done via software writeblocks
● USB
● SATA
● PATA
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Presentation Notes
Some of the key devices that you’ll want to consider are write blockers. These process can be done on the operating system but in order to be sure you’ll need to use a physical write blocker. There are a number on the market and they usually are the easiest early investment you can make in your forensic program.



Equipment - Software

● Forensic Suites
▪ EnCase
▪ FTK

● Volatile Acquisition
● Open Source Tools

▪ Autopsy - Free
▪ Kali Linux
▪ SIFT
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Presentation Notes
Then there’s the software that you’ll need. The big players are EnCase and FTK. They can cost lots of money but they are the most recognized in the industry. They provide training classes for using their tools and have a number of bells and whistles to help speed up investigation.

Some other pieces of software include acquisition tools, especially for collecting volatile data like memory from systems.

There are also a number of open source tools and and suites to look at like Autopsy, Kali or SIFT.



Equipment - Miscellaneous

● USB drives
● Chain of Custody forms
● Anti-static bags
● Evidence Bags
● Mouse jiggler
● Hot-plug kit
● Camera
● Voice Recorder
● Notebooks
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Presentation Notes
There are a number of other items you can consider if you have the additional budget for them. USB drives or SD cards and a media dongle, anti-static bags….





Staffing

● Pattern recognition is a key skill
● Experience with the platform they are investigating
● Ability to work with others
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Presentation Notes
For many years most examiners came out of their departments coming from existing staff to fill the need for a forensic examiner. They either coordinated findings from SMEs or did the examinations themselves. Now there are number of degree programs that exist for digital forensics. It’s actually possible to find students who have a degree in digital forensics. If you are specifically looking for staff to fill this role here are some of the key skills you’ll want to look for.

A key skill that is useful is pattern recognition. Computers are fairly repetitive, so are user habits. It’s the intrusions that are out of the norm and it takes a person who is both familiar with the standard operating procedure of a system and has the ability to spot anomalies that makes a key examiner.

You will also need a person who is able to communicate with people. They should be able to speak calmly with a frantic person. They should also be able to communicate their findings to different levels of technicality.

 



Starting our your forensics program

● What do you need at a very minimum?
▪ Policies
▪ Staff
▪ Workstation
▪ Storage

• Office/Data/evidence

▪ Write Blockers
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Growing your forensics program

● In-house procedures
● Expand storage to attached storage.
● Hardware based acquisition devices
● Upgrade forensics workstation
● Additional Training
● Look at enterprise level options like remote acquisition or 

suites for team analysis.
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Other considerations

● How long to retain data?
● Do we need mobile forensics?
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Core considerations

● Must be a repeatable process
● Tools and techniques must be easily repeated and/or accepted 

by the general forensic scientific community.
● Integrity of evidence must be maintained.
● Bias can often misdirect investigations.

25



Questions?
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Thank You

trustedci.org
@TrustedCI

We thank the National Science Foundation (grant 1547272) for supporting our work.

The views and conclusions contained herein are those of the author and should not be interpreted as necessarily 
representing the official policies or endorsements, either expressed or implied, of the NSF. 27
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