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Global Environment for Network Innovations  

GENI provides compute resources that can be connected in experimenter 
specified, programmable Layer 2 topologies. 
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Network Resources 
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Key Concepts 

Sliceable 
supports concurrent experiments 

Deeply programmable 
program everything, control forwarding 

Federation 
scalability, evolvability, common APIs  

program everything 
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GENI Slices 

Resources may 
be virtualized 
and used by 

multiple 
experiments 

Experiments live in isolated “slices” 
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GENI is “Deeply Programmable” 
I install software I want 

throughout my network slice 
(into routers, switches, …) or 

control switches using OpenFlow 

Experimenters can set up custom topologies, protocols and 
switching of flows 
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Federation 

•  Resources owned and operated by different 
organizations (aggregates) 
–  Managed by local IT of that organization 

•  Aggregates provide resources to experimenters 
with GENI issued user and slice credentials 
–  May implement local policy on who can get how many 

resources from that site 
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Federation 
A GENI experiment may include resources from multiple aggregates 

(resource providers) 

Resource owners do not authenticate individual users 
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GENI Security 

•  Security responsibilities shared among members of the GENI 
federation 

•  Federation agreements spell out responsibilities 
–  Aggregate Provider’s Agreement, Clearinghouse Provider’s 

agreement, Acceptable Use Policy… 
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GENI Clearinghouse: Federation Trust Root 

•  Issues slice and user 
credentials 

•  Issues credentials 
•  Tracks project and slice 

membership 

The NSF/GENI Federation has three Clearinghouses 
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Giving Experimenters the Resources they Want 

Who is this guy? 
What should I allow him to have?  
What happens if something goes wrong? 

Experimenter Resource Owner 
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Expanding Resource Owner’s Concerns 
•  “Who is this guy?”: Authentication 

–  We need to know that the person asking for resources is who they 
claim to be. 

•  “What should I allow him to have?”: Authorization 
–  We need to be able to determine which users are entitled to which 

resources in which context. 

•  “What happens if something goes wrong?”: Accountability 
–  We need to be able to tell when an experiment is behaving in a 

way that risks my resources, and if so, shut it down and keep it 
from happening it again. 

Providing experimenters with authenticated, authorized, accountable 
access to resources is the foundation of the GENI architecture.  
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Authentication 

•  A Certificate is an identity credential: 
–  “The person bearing the private key associated with this public 

key has these attributes: UUID,  URN, email…” 
–  In GENI, these are in X509 format, signed by a Federation 

Member Authority. 

•  Certificates are the basis of Authentication in GENI. 

A credential is a signed statement. 
In GENI, we have many different kinds of credentials that are used in different ways 
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API calls made via ssl using the 
caller’s certificate and private 
key 

Secure XML RPC 
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GENI User Authentication 

For many experimenters: 
•  no new passwords 
•  familiar login 

screens 

The GENI Portal leverages InCommon 
for single sign-on authentication 

Experimenters from 304 
educational and research 
institutions have 
InCommon accounts 

About 70% of our 7700 users come from InCommon institutions. 
 
GENI Project Office runs a federated IdP to provide accounts 
for non-federated organizations. 
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Authorization: Slice and User Credentials 

•  Slice credentials are statements regarding 
rights and roles of a user with respect to a 
given slice 

•  User credentials are statements regarding 
rights and roles of a user independent of a 
slice 

•  The aggregate uses these to inform its own 
authorization decisions 
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Authorization [2] 
•  Speaks-for Credentials 

–  Agent: “I grant this tool (or user) to speak on my 
behalf.” 

–  Actor: “I am acting on your behalf” 
•  And YOU are accountable 

•  Delegation Credentials 
–  Agent: “I grant a particular right/privilege of mine to this 

other user” 
–  Actor: “I am acting with your blessing” 

•  And I am accountable 
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Accountability 
•  GENI slices (experiments) are created in the context of a “project” 
•  Project lead must be a faculty member or senior staff member 
•  Project lead responsible for actions of project members 
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Accountability 

•  GENI Meta-Operations 
Center (GMOC) at IU 
coordinates operations 
–  Emergency stop procedure 
–  Coordination of investigation 

•  GENI Legal, Law 
Enforcement & Regulatory 
Representative 
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Security Audits 

•  The NSF has funded outside teams to assess 
GENI security 

•  Steve Schwab of ISI currently has contract to do 
so 
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Common Security Incidents 

•  Experimenters using unpatched kernel versions 
•  DDoS amplification attacks on experimenter VMs 

–  Portmapper 
–  NTP 
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GENI for Cybersecurity Research and Education 

•  DDoS mitigation using SDN 
•  OpenFlow based firewalls and NATs 
•  Man-in-the-middle attacks 
•  ToR networks 

Every semester GENI is used in over a dozen computer 
networking, distributed systems and security classes 
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Summary 

•  GENI seeks to build a trusted environment in 
which experimenters and resource owners can 
participate in resource allocation 
–  These trust relationships reflect human/inter-

organizational relationships, nothing more. 
•  Authorization, Authentication, Accountability are 

the pillars of that trust 
•  Credentials and Policies are critical enablers 
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ADDITIONAL INFO 
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