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Problem Statement .

B
 Want: « Abuse
- Ads,
-Open and easy to @5 Spam
use -  Email
. - Links
First use - Blog spam
-Features - HTML, images
e Useful and - Malware
engaging - Recon and Exploits

- Storage of unrelated things

~Media uploads Spend a lot of time
and downloads cleaning, deactivating

-Low maintenance accounts and blocking
costs



Problem Statement

« We authenticate but...

* Who are you really?

« We can't identify you solidly
 Email addresses are cheap

e Accounts have little value so
abusers create them at will

* We can't complain about you
e Little accountability



What Didn't Work

« Web Application Firewall

-ldentify normal activity and let it
through

-ldentify attacks and block them
-Needs to model the web application

Complex application means a
complex, customized WAF



* Modsecurity
-HUBs are complex

* Many false positives

—Custom or uncommon
functionality

*VVNC proxy
* API
*SVN

-Many extremely
complex regular
expressions to manage

*Introduce bugs
*Time consuming
* Truncate/simplify/lose

ork

- MobApps

Browser /

Containers

Execution Host
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What Didn't Work Z

I~
e Manual IP Blocks ° Attackers have many

proxies or
-Hosts or compromised hosts
networks . Email addresses are

cheap and eas
. Manual account g /

closures/email
address bans

e Manual methods are
expensive

« Many attackers

e Attackers laugh at
manual methods



IP Bans Almost Work

e |IPV4 addresses are valuable
 Bans are easily automated

* Bans can time out automatically after a
while

 Effective at discouraging attackers
-Password brute-forcing essentially stopped
-Spam sending attempts greatly diminished

*Orders of magnitude
*Less load on systems



SpamHaus

* Organization that fights Spam
-Uses honeypots

*SBL
-Verified Spam sources

« XBL
-|Ps of infected computers

-You should be extremely worried if
your systems show up in the XBL

* Read-only hubs if you're listed!



SpamHaus at Purdue

* Got a SpamHaus account for Purdue
University (free, fairly easy)

e Found several infected IPs

-Despite internal scanning and border
IPS

* No false positives so far (1 month)
 New students coming in!

-Waliting to see how many will bring
Infected computers?

* Highly recommended



IP Ban Problems s
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* IPv4 addresses are  * NAT and proxies make
shared IP blocks problematic
_HTTP Proxies - Elsoeilg legitimate, innocent
e Asian universities -« IP addresses get
- Hospitals reassigned
~Wireless with » |IPv6 addresses are too
address translation ir‘n“dr{:/%a‘;ﬁ;o ban
-Airports, ShOpS - Privacy extension
-Satellite Internet . Surprise:
e Africa - Many hospital proxies listed

. - in XBL as infected, despite
Countryside HIPAA



Anti-Virus

 Scan all uploads

- Reject infected - Lag in signatures
files  Always catching
. Rescan uploads %’ﬁSteFdays
: : reat
periodically

- False positives
- In case newer

definitions could
catch something

- Incomplete

* False negatives
- Bugs



Things that Could Help -

S
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« Accountability! « Banning solution for

- More valuable accounts IPV6

-Closing an account - Need to ban networks
should hurt - Adaptive: match ban size

to source size
- Automated ways to
detect and block - Speed our adoption of IPv6
abusive behavior « Diligent proxy and NAT

-Quickly operators
-Precisely - Block attacks originating

: : from your networks
* Behavior and reputation

become important « Egress filtering

- Provide recourse
“For me, trust is the availability of effective recourse” - Dan Geer



Possibilities
« Account Tiers

- Newbie account with limited capabilities

 Limited opportunity to cause harm
- Grant capabilities based on

« Accounts linked (Google, Facebook)

-Shibboleth federated authentication
e Transitive trust
« Age of account

 Participation
 Vetting by someone else
- Capability loss for bad behavior



Wishes

« Easy to use and customize web
application firewall

 Banning software effective with IPv6

* No proxies/NAT/Sattelite networks
protecting infected computers with
iInnocent users

* Fewer infected computers

-More people that monitored
SpamHaus blacklists!



FY]

e Our lists of long
duration bans are
publicly available at

-“Hub”/bans
 Nanohub.org/bans
Hubzero.org/bans
Nees.org/bans
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