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Threat Trends 
§  Motive is espionage or financial 89% of the time    

§  80% of the time, the threat actor is external to the organization 

§  Time to discover (more than 1 day over 68% of the time) is still way 
behind time to compromise (minutes 82% of the time) 

§  Mobile is not a big vector in data breaches   

§  Defense requires vigilance and consistency 



Malicious Actors Target US Colleges and Universities 



Data Breaches in Higher Education 
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Sensitive Data Breaches 



2016 Verizon Data Breach Report 



2016 Verizon Data Breach Report 



REN-ISAC CSIRT 
Jan.	
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  2016 April	
  2016 Total

Notifications
compromised machines 7,885	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   8,147	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   7,911	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   7,742	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   31,685	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
compromised credentials 6,889	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   4,698	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1,575	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   7,267	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   20,429	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
spam or phish 42	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   29	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   46	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   29	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   146	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
vulnerable machines -­‐	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   -­‐	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   2	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
open recursive DNS resolvers 263	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   168	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   362	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   239	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1,032	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
open mail relays 21	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   17	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   14	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   11	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   63	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
other -­‐	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   -­‐	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   -­‐	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   1	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

total notifications: 15,100	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   13,059	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   9,910	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   15,289	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   53,358	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  



• 3.Cybercrime 



Vulnerabilities 

Attacks come in millions, exploits are automated 
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Ransomware 



Friday Pulse Survey: Ransomware 

Increasing 4
Decreasing 3
About	
  the	
  same 18

With	
  regard	
  to	
  ransomware,	
  how	
  has	
  the	
  amount	
  of	
  time	
  spent	
  on	
  incident	
  
response	
  changed	
  in	
  the	
  last	
  3	
  months?

What	
  are	
  you	
  doing	
  to	
  mitigate	
  the	
  risk	
  of	
  Ransomware? 	
  
Increasing	
  employee	
  education	
  and	
  awareness	
  efforts 19
Tightening	
  spam	
  filters	
  on	
  email	
  systems 11
Accelerating	
  the	
  institution's	
  move	
  to	
  cloud	
  storage 1
Reminding	
  system	
  administrators	
  to	
  verify/test	
  backups,	
  check	
  schedules 9
Updating	
  institutional	
  policies	
  /	
  standards 2





Phishing, Spear-phishing, Whaling & Poison Harpooning 

§  Nearly 50% of users open phishing 
email and click on the links within the 
first hour after they receive 

 
§  Phishing is now the established initial 

attack vector for online crime 





Denial of Service Attacks 

§ Amplification via vulnerable 
protocols, e.g. NTP 

§ Increasing use of powerful 
cloud infrastructure, e.g., 
AWS 







Compromised Credentials 
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