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Old Intel chips are vulnerable to a fresh
security exploit
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Thirty Meter Telescope's website was

H ]tt] ng Cl O S e tO h O m e 3 hacked to protest its construction
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PENN STATE \ NEW

Research  Academics

Cyberattack hits UVa

Athletics  Administratic Click here to sign up for breaking news alerts »

Home Impact Campus Life

m Portions of UVa systems targeted in Chinese hack

College of Engineering
network disabled in response — == _
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Plans in place to allow teaching, research in the college to
continue as University moves to recover Hackers targeted
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Any Good News?
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BIG ANDROID MARERS WILL NOW PUSH
MONTHLY SECURITY UPDATES U

wired.com
Two Factor Auth (2FA)

List of websites and whether or not they support 2FA.
Add your own favorite site by submitting a pull request on the GitHub repo.

twofactorauth.org
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The Role of the Board In
Cybersecurity: ‘Learn,

Cybersecurity Innovation ' Ensure, Inspect’ GO gle Online Secu rity B|Og

Board members of the most forward-thinking
PROGRAM SOLICITATION U.S. companies are not just throwing money at
NSF 15-549 Jason Straight ~ the mounting problem of managing cyber risk. The latest news and insights from Google on security and safety on the Internet

National Science Foundation It wasn't long ago that cybersecurity was considered
m m the exclusive domain of IT departments, a matter of
Directorate for Computer & Inforl purchasing and deploying the right technology to
Division of Advanced Cyberin: defend against intrusions into the network. In case
B3 1 COMMENT you haven't heard, those days are over. In the wake
Full Proposal Deadline(s) (due by 5 p.m. prg COMMENTNOW  of devastating and embarrassing incidents at
Target, JPMorgan Chase, Home Depot and dozens
June 02, 2015 y of other established and widely respected brands,

executive management and boards of directors are An n o u n Ci ng P roj eCt ze ro

now acutely aware that the responsibility for safety,
security and integrity of their networks and data sits

NIST Adds New SP-1800 series hackingtheuniverse.com

NIST (National Institute of Standards and Technology) has announced a new Special
Publications (SP) series of documents called SP-1800, intended to augment the SP-800 Posted by Chris Evans, Researcher Herder
series.

SPECIAL PUBLICATIONS - [nist.gov]

SP 1800, NIST Cybersecurity Practice Guides (2015-present):

A new subseries created to complement the SP 800s; targets specific
cybersecurity challenges in the public and private sectors; practical, user-
friendly guides to facilitate adoption of standards-based approaches to
cybersecurity;

Posted: Tuesday, July 15, 2014 g+ w1 1

SOFTWAREASSURANCE MARKETPLACE

The first draft document in the 1800 series has been released for comment:

Securing Electronic Health Records on Mobile Devices - [nist.gov] continuousassurance.org




Government and Courts increasing their role.

= |,'=_L)|7A_\ U.S. Food and Drug Administration

Symbiq Infusion System by Hospira: — PO —
FDA Safety Communication - i i
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Cybersecurity Vulnerabilities Az sccuwy orztas wer e

LIFELOCE ONCE AGAIN FAILED AT ITS ONE
THE WALL STREET JOURNAL. = e cro Reporr JOB: PROTECTING DATA

CIO Journal

n
Exclusive reporting and analysis for corporate-technology executi g

se Team (ICS-CERT), and Hospi
PRIVACY ssociated with the Symbiq Infusio

Appeals Court Revives Neiman Marcus [are facilities transition to alternati
Data Breach Suit ese pumps.

ARTICLE COMMENTS (1)

DONNA SEYMOUR  NEIMAN MARCUS  OFFICE OF PERSONNEL MANAGEMENT — CUSTOMERS WHO HIRED the infamous ID theft-protection firm Lifelock to

\‘" \“E monitor their identities after their data was stolen in a breach were in for
L i ag 1S, Q ife ck fai N 9 Qe i ate
X Emal 6 print m m E. a surprise. It turns out Lifelock failed to properly secure their data.
: 3375 According to a complaint filed in court today by the Federal Trade
By KIM S. NASH Commission, Lifelock has failed to adhere to a 2010 order and settlement
. . . that required the company to establish and maintain a comprehensive
Neiman Marcus Group LLC is back in court over a 2013 cyberattack, as a U.S. appeals 1377 A q pany . p
. - security program to protect sensitive personal data users entrust to the

court reinstated on Monday a case that had been dismissed last year. The reversal company as part of its identity-theft protection service
highlights the complicated legal issues companies confront when customer data is pany as p Ay P vice.

breached, including questions concerning the degree to which customers can hold
companies, and their executives, liable.




How does computational science
navigate all of this?




The Challenge for Science Cybersecurity

Shifting landscape of threats.

Constantly changing, often insecure, technology.
Very open, collaborative environment.

Need to demonstrate value to science productivity.

No one-size fits all silver bullet.



Cybersecurity Program Goal

Minimize:

Cost of breaches/incidents +

Cost of cybersecurity program +

Negative impact on science productivity

Paraphrased from: “The Defender's Dilemma. Charting a Course Toward
Cybersecurity” http://www.rand.org/pubs/research_reports/RR1024.html
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Treat Cyberthreats as other Disaster Risks

Not “if” but “when.”
If not you, then something you count on.

Prevention, detection, response, and recovery all
Important.

10 CTSC



Risk Assessment

Channeling Willie Sutton: Why do people hack
computers?

Because that’'s where the data is.
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Understand where to focus

Know key liabilities and assets critical to science
mission and can put focus there.

12 CTSC



Caution:
“Our data is public” doesn’t save the day

Reputation, trust, and other “intangibles” matter.
Integrity and availability of data

lllicit use of systems

Availability of instruments

Hacktivism

Etc.
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The Big Picture Cybersecurity Program

................................................................ Non-critical . . .

assets.
Apply
baseline
controls and
ractices

Critical
assets.
Deep
thinking
here.
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CI Threat Profile

CICI Cybersecurity Center of Excellence will develop a Threat
Profile. My advice...

Think of how worse cases scenarios may arise where public
loses trust in our science products.

Focus on understanding different data categories for
different science communities and their confidentiality,
integrity, availability risks.

Determine key points of Cl that need hardening.

15 CTSC



Can we leverage Science’s controls?

LSC ;Igr?ntific

Collaboration
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"BLIND INJECTION" STRESS-TESTS LIGO AND VIRGO'S CATCH THE WAVE!
SEARCH FOR GRAVITATIONAL WAVES

The LIGO Scientiic Collaboraton and the Viego Collaboration com o]
detection capabittes at Ter recert joint collaboration meeting N Arcads
Virgo's mast recent observation sus reveaied evidencs of the slusive sig)
/ o0 0 \ON W
biack holke. The collaboriion keaw that the *detecton” could e a “bing PUBLICWEBSITE | COLLABORATION WEBSITE
data without tefing the analysts, 10 test the detecior and analysis. No CMS Pecple  Detector Physics Education and Outresch Jobs Contact CMS
under the assumpion that the signal was real, ohe aN< aporoved
brasking ciscovery. A few momants ler, according 1o plan, it was re
mjecion

Whie the scientists were dsappointed $at e dscovery was not real, Blinding and unblinding analyses + CMS Live

compaling demorstiaton of P colaboration's resdiress % detact grav PT— -

SCRNSSES are looking formied 10 SDSEAVREONS With 1 RSVANCRE Setecis « Multimedi
real signals from the distant reaches of the universe uRimedia
GRAVITATIONAL WAVES S—— |

There's @ ot at stake here. Gravitatona o o E - . ' . th(‘or(‘tl(‘al CCOlO

pulsars in the G he Srect
5 Wy Produce when they serve &t Earth ¢

De @ major scientiSic milesione, and would open up the new Seid of gravil

Mood e NS Sed  Twie @Twoooling  Toskogy Jobe

Statistical analysis with blinded
data — a way to go for ecology?

Checks for bias, error....
(Aka Insider Threat)
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Cybersecurity Resources for the NSF
Community
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The NSF Bro Center of Excellence

Bro support for NSF projects & Higher-Ed
* Oct 2013 launch at Summit

Development work for these communities
 E.g. SDN & Science DMZ is important to them (PACF)

Research
« Can’t save 3 months of pcaps, run analysis live

Outreach
* BroCon & NSF Cybersecurity Summit
» Partnering with CTSC & ESNet on projects
* 1-on-1 engagements
https://www.bro.org/nsf/




Assistance Provided

« Troubleshooting & Engaged communities:
Optimizing
« Cluster setups & tap/agg * LIGO
aren’t easy
« CPU affinity and Hyper- .

National Center for

threading?
re.a X L Atmospheric Research
* Planning & reviewing
designs for NSM e |ce Cube

 Where should | tap? What
are pros/cons?

« How much hardware
should | start with?

« Should | design for peak or
average?

Many universities...




Center for Trustworthy Cyberinfrastructure

trustedci.org

Cybersecurity program guide and  Engaged communities:

program review CyberGIS, DataONE, Pegasus,
Globus, OOIl, Gemini, HUBzero,

Secure software design/review DKIST, Ice Cube, LIGO, SciGaP,
CC-NIE (Utah, PSU, Pittsburgh,

Peer review facilitation Cincinnati, Oklahoma), NTF,
PerfSonar...

Training, best practices, guidance

U

PITTSBURGH
CENTER FOR APPLIED SUPERCOMPUTING
CYBERSECURITY RESEARCH CENTER

AN U\AMleAUKEE
NCSA —




The Community

Ask for and share program documents, advice, lessons
learned, etc.

Reciprocal peer reviews of cybersecurity programs.

Use this Summit CFP to share your experiences.

21 CTSC



[N

CENTER FOR TRUSTWORTHY SCIENTIFIC CYBERINFRASTRUCTURE

Thank You

Von Welch (vwelch@iu.edu)

trustedci.org
@TrustedCl

We thank the National Science Foundation (grant 1234408) for supporting our work. The views and conclusions contained herein are those
of the author and should not be interpreted as necessarily representing the official policies or endorsements, either expressed or implied, of
the NSF.
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