
Science and engineering are increasingly reliant 
on computing, digital data, interoperability, and 
support for collaboration. Cybersecurity is critical 

to ensuring the integrity and trust of scientific data as 
well as interoperability.

However, establishing a cybersecurity program, 
evaluating and choosing technologies for identity 
management, authentication, authorization, and 
auditing are major challenges. Cybersecurity should not 
dictate how science is done; instead it should support 
and enable workflows and technology choices made by 
science teams. Cybersecurity is not a “one size fits all” 
silver bullet, but instead is a process, carefully tailored 
to a community to create trust while impacting the work 
as little as possible.

Scientific cyberinfrastructure entails unique challenges 
for cybersecurity due to its open nature, use of unique 
instruments, large and complex data sets, and rich 
ecosystems of collaboration across countries and 
between disciplines.

NSF has as a goal the creation of high-quality, 
trustworthy cyberinfrastructure to support high-quality, 
trustworthy science. However the community faces a 
real challenge in accessing needed expertise in a timely 
fashion.

HOW CTSC CAN HELP YOUR 
NSF-FUNDED PROJECT

We are working with a range of 
projects (including CyberGIS, 
DataONE, Globus Online, 
IceCube, LIGO, LTER Network 
Office, and the Pegasus Workflow 
Management System) to address 
those projects’ cybersecurity 
needs. And, we actively promote 
cybersecurity community within 
our broader scientific community, 
for instance, by organizing the NSF 
Cybersecurity Summit 2013. Visit 
trustedci.org to learn more.

If you have cybersecurity challenges 
with your NSF-funded research or 
project, be they simple questions 
or complex problems, contact us. 
We are constantly expanding our 
range of services and are eager 
to assist your project. Though not 
exhaustive, some of what we’ve 
done and are currently doing 
includes:

•	 Cybersecurity Operational Planning
•	 Cybersecurity Design
•	 Identity Management Evaluation 

and Planning
•	 Cybersecurity Integration
•	 Software Assessments
•	 Technology Evaluation
•	 Training
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We will provide training 
with audiences that include 

investigators and managers of 
cyberinfrastructure projects, 

developers and integrators, and 
those focusing in cybersecurity. 
In addition to open training in 

venues where we expect broad 
impact (schedule to come), we 

accept requests for training 
at a specific time and venue 

convenient to projects. We also 
seek suggestions on topics that 

would be of use to the NSF 
community.

TRAINING CYBERSECURITY 
INTEGRATION

We work collaboratively with 
projects to assist with integration 
and deployment of software and 

services to meet the project’s 
cybersecurity needs. Examples 
include integration of project CI 

and an authentication system such 
as InCommon, or configuration 
of an authorization system to 

best serve a project. This also can 
include patching vulnerabilities 

when the software’s developer is 
unavailable or providing expertise 

to a project in addressing their 
vulnerabilities.

We will work with software 
developers or those relying on 

software to assess that software 
for flaws that could compromise 
the cybersecurity of users of the 

software. For third party software, 
this activity includes working with 
the developers, in a responsible 

disclosure manner, to ensure 
critical flaws are fixed.

SOFTWARE
ASSESSMENTS

We assist projects in the 
development of operational 

cybersecurity plans, the evaluation 
of existing plans, or updates in 
plans, which are often required 

at key milestones, such as 
transitioning from deployment to 

operations.

CYBERSECURITY 
OPERATIONAL 

PLANNING
We commonly encounter projects 

needing to select between 
multiple technologies or services, 

and struggling to understand 
the cybersecurity ramifications 
these choices have on their risk 

posture, interoperability, usability, 
etc. We will provide guidance 

and recommendations to those 
projects, either working from our 
prior experience, or performing 

hands-on assessment.

We collaborate with projects 
developing new infrastructure 
or software, with regard to the 
cybersecurity of their CI. This 

can take the form of evaluating 
existing designs, assisting with 

redesigns, or new development.

TECHNOLOGY
EVALUATION

CYBERSECURITY
DESIGN

HOW CAN WE HELP
YOUR PROJECT?

ABOUT CTSC

CTSC draws on expertise from multiple internationally recognized institutions, including Indiana University, the 
University of Illinois, the University of Wisconsin-Madison, the University of Wisconsin-Milwaukee, and the Pittsburgh 
Supercomputing Center. Von Welch serves as the center’s director, Randy Butler serves as deputy director, and the 
CTSC team includes Dr. Jim Basney, Dr. Scott Koranda, James Marsteller, Prof. Barton Miller, and Craig Jackson. 

This material is based in part upon work supported by the National Science Foundation under Grant Number OCI-1234408. 
Any opinions, findings, and conclusions or recommendations expressed in this material are those of the author(s) and do 
not necessarily reflect the views of the National Science Foundation.

CTSC can assist your NSF-funded 
project in a number of ways, 
including, but not limited to:
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