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The goal of CTSC is to provide the NSF community 
with a coherent understanding of cybersecurity, it’s 
importance to computational science, and the 
resources to achieve and maintain an appropriate 
cybersecurity program.



 

LIGO, SciGAP, IceCube, Pegasus, CC-NIE peer review, DKIST, 
LTERNO, DataONE, SEAD, CyberGIS, HUBzero, Globus….

Guide to Developing Cybersecurity Programs for NSF Science 
and Engineering Projects, Securing Commodity IT in Scientific CI 
Projects Baseline Controls and Best Practices, Training for CI 
professionals.

Organized 2013, 2014 & 2015 Cybersecurity Summits for Large 
Facilities and CI, Incident response, IdM Best Practices.



 



 

Firewalls, IDS, encryption, logs, passwords, etc.



 

Cybersecurity supports an organization by managing risks 
to information assets from a range of threats.

(Manage == reduce, mitigate, and accept.)



 

Cybersecurity manages risks to the 
performance and  integrity of 

computational science.



 

What are the threats?

What are our assets?

Data, infrastructure, reputation, etc.

What risks to the assets are intolerable to the science?

How do we manage those risks?



 

Where to start? NIST SP800 is over 150 documents!

What are our threats?

Complexity: open, multi-organizational projects.

Short-lived projects, changing technology - building principles 
and body of knowledge?

Heterogeneity - from disk drives to earthquake tables, satellites, 
telescopes, etc. - we’ve got it.



 

Understand what we are trying to accomplish and how 
we (imperfectly!) measure effectiveness.

Get over the cultural factors and be willing to share, 
teach, and learn.

Transfer knowledge from project to project - directly or 
imbue into persistent community.



 

Constant change in threats, technology, science 
collaborations, etc. makes practices ephemeral. 

Need to determine not just what we do today, but 
principles on how we figure out what to do tomorrow!

 



 

Guide to Developing Cybersecurity Programs for 
NSF Science and Engineering Projects.

Securing Commodity IT in Scientific CI Projects 
Baseline Controls and Best Practices

Training

NSF Cybersecurity Summits for LF and CI

Good CFP Response!



 

Thank You
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NSF CA T&C
Item 59

234 words

NIST SP800
Cybersecurity documents

~150 documents



 

Short-lived (~3-5 year) 
projects.

Underlying technologies 
are constantly changing.

Corpus of knowledge is a 
smattering of papers 
(with no mistakes!)



 

How do we manage 
risk on a finite 
budget and with 
many trust 
relationships?

Need appropriate 
abstractions for 
sites, whole classes 
of users, 
commercial 
services, etc.



 

Single PI to multi-org teams.

Discipline-specific, interdisciplinary, 
and general-purpose.

Varying maturity.

Development, integration, 
deployment, and operations.

Compute, network, data, storage, 
unique science instruments, 
software, web portals, services,

etc. 

Cybersecurity and trust are a 
combination of technical and 
social issues: the right 
solutions applied in the right 
way – there is no “one size fits 
all.”

Understanding and adapting to 
the community’s needs and 
desires is critical.


