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Trusted CI: @
The NSF Cybersecurity Center of Excellence

Qur mission: to lead in the |
development Of an NSF ¥ :(.":.'.&,Pf,‘"t;:}t(“.'.lt:l.l\Hm/\m'" NNCEA
Cybersecurity Ecosystem with

the workforce, knowledge,

processes, and WISCONSIN 7 SUPERE88Sthinc
cyberinfrastructure that e <
enables trustworthy science
and NSF’s vision of a nation =
that is a global leader in il '"%’@’
research and innovation.
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Trusted CI and Inclusivity

Cybersecurity requires diverse perspectives
and cybersecurity community suffers from a
lack of diversity.

Trusted CI works to address it through its
workforce development, outreach, and
community building efforts by explicitly
seeking out and encouraging
underrepresented groups to apply and
striving for inclusive demographics.

2018 NSF Cybersecurity Summit Student Program
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The Higher Education and Research Cybersecurity Landscape*

Not at all scientific: ratio is a guess.

HIPAA/Medical

CUI (CMMC)




The Trusted CI Framework

https://trustedci.org/framework
Framework Core:

« Concise, clear minimum requirements for cybersecurity programs
organized under the 4 Pillars: Mission Alignment, Governance,
Resources, and Controls

« Based in general cybersecurity best practice and evidence of what
works.

« Infrequent updates.

Framework Implementation Guide:

« Guidance vetted by and tailored to the open science community.
« Curated pointers to the very best resources and tools.
 Frequent (at least yearly) updates.
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https://trustedci.org/framework

50 TRUSTED CI

FFFFFFFFFFFFFFFFFFFFF

NW—/ CENTER OF EXCELLENCE

Summit Fellows Guide Resources Events About Contact Search

Call for Applications for Trusted Cl's Open
Science Cybersecurity Fellows Program

APPLY HERE

Application Deadline: Friday, January 17th, 2020.

https://trustedci.org/fellows/apply



Radiolab

Podcasts Radio Shows Read the Credits About Projects ) N LISTEN FOR FREE m

May 18th, 2003, Brussels:
Bit Flip

BB | oo “And at that point, one of
my colleagues did the
math and said the
difference between the
number of votes she had
in the first count and the
number of votes she had
in the second count, it's
exactly 4,096 votes.”

May 8, 2019

https://www.wnycstudios.org/podcasts/radiolab/articles/bit-flip




Radiolab Continued quoting from story...

Podcasts Radio Shows Read the Credits About Projects ) m S O [ Z O e G e n Ot, m e m b e r Of

parliament] asked, "Are you
Bit Flip sure there was no other
S USTEN. 4 ownosd <l e cosmic ray somewhere
who changed some of the
result of the election?”

May 8, 2019 share § ¥ %

And the minister [responsible
for the election] admits he
was not sure [...] "Yeah,
perhaps there are other
problems we don't know,"
there was a strange silence.
And nobody can laugh
anymore.




Annual Challenge 2020: Data Integrity

e Survey key science projects @g‘l’ggi‘.ﬂ 'E;/f'c? \SETS/I\
e Understand the spectrum of
concerns -
e Understand current practices
e Analyze the results Oy o |(WEST
e Produce broadly-applicable BDHUB WJJ )0 | INoUAeN
guidance for projects, CI h Us
developers
W2 INDIANA GEOLOGICAL
— O TRUSTED CI “E IS:I\D,YQIEI?JNSH/E\RISEIYTY Ostrom Workshop
C)
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NSF by the Numbers

S ¥ 2015 Appropriations (does not
include mandatory accounts)

Colleges, universities, and other institu-
tions receiving NSF funding in FY 2018

48 300 Proposals evaluated in FY 2018 through
[N 1,500 >$1m J\ ’ a competitive merit review process
11,700 Competitive awards funded in FY 2018

223,800 Proposal reviews conducted in FY 2018

Estimated number of people NSF
supported directly in FY 2018
(researchers, postdoctoral fellows,
trainees, teachers, and students)

Students supported by NSF Graduate
Research Fellowships since 1952

1,800

386,000

57,700

https://www.nsf.gov/pubs/2019/nsf19003/nsf19003.pdf



Quilt and Regional Network Collaboration

THE QUILT

e

Consortium of Regional
networks from across the US
Members are higher ed
institutions of all sizes.

Train the Trainers session &
materials to be presented at
Regional network annual
meetings.
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Possible Topics

Compliance (800-171,
HIPAA, etc.).
Cybersecurity for Open science
Information Security and
Research Computing
Collaboration interactive
workshop.

Why is cybersecurity for
research important?
Secure Science DMZs
Cyber-hygiene
Research facilitation for
information security
professionals.

15



Cybersecurity Transition to Practice (TTP)

Enabling researcher and
practitioner collaboration to
accelerate cybersecurity
research to practice in industry,
academia, government, or open
source via

 matchmaking

* business model coaching Goals:

« workshops 1. NSF cybersecurity research deployed in at
least one NSF Large or Medium Facility

https://trustedci.ora/ttp 2. NSF cybersecurity research transitioned to at

least one commercial entity, government
facility (agency or lab), or academia
~ 3. Increased participation of under-represented
50 TRUSTEDCI minorities in cybersecurity TTP
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https://trustedci.org/ttp

.rIIII.
ResearchSOC

Operational services and related
training for NSF CI

Community of Practice and
Threat Intelligence Network
Enabling Cybersecurity Research
Outreach to Higher Ed Infosec
regarding research ClI

researchsoc.iu.edu
O TRUSTED CI

6 THE NSF CYBERSECURITY
\ =/ CENTER OF EXCELLENCE

O TRUSTED ClI

6 THE NSF CYBERSECURITY
\ CENTER OF EXCELLENCE

Creating comprehensive
cybersecurity programs
Community building and
leadership

Training and best practices
Tackling specific challenges of
cybersecurity, software
assurance, privacy, etc.



Save the Date: September 22-24, 2020
2020 Annual NSF Cybersecurity Summit

Indiana
University
Bloomington,
IN




Australian
& ® Na‘tional Search ANU web, staff & maps l Q

= University

Newsroom Events Safety Maps Services Library Jobs Directories

ABOUT STUDY RESEARCH GIVING ALUMNI CURRENT STUDENTS STRATEGIC INITIATIVES

oS
W/ ceN

7> » Newsroom » All news » Data breach

Data breach

The Australian National University has been the victim of a data breach. All the available information and advice on protecting your data is
available here. To speak confidentially with a trained member of staff, please e-mail helpline@anu.edu.au or phone (02) 6125 2981. The Call
Centre will operate 8.30am-5pm Monday to Friday (AEST).

Vice-Chancellor's Incident report FAQs - 2 October

M essage Incident report into the ANU data 201 9

Provided to the community on 2 Breach More information for our community

October 2019 » read more " —_—
» read more

https://www.anu.edu.au/news/all-news/data-breach



Leslee, Diana,
Austin, Torli
Program
Committee
Mark Krenz,

PC Chair
Trusted Cl| Team
e Emily and Todd
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Staying Connected with Trusted CI

Trusted CI Webinars Email Lists

4th Monday of month at 10am ET. Announce and Discuss
https://trustedci.org/webinars https://trustedci.org/trustedci-email-lists
Follow Us Ask Us Anything

https://trustedci.org No question too big or too small.
https://blog.trustedci.org info@trustedci.org

@TrustedCI Y
Cyberinfrastructure Vulnerabilities

Latest news on security vulnerabilities
tailored for cyberinfrastructure community.

https://trustedci.org/vulnerabilities/
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